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PRODUCT OVERVIEW

Cellebrite

PREMIUM

Premium access to all I0S and high-end
Android devices

Locked devices and encryption barriers can result in extended investigation times, leading to additional costs and lower
clearance rates. As smartphones continually have smarter and more protective features, including implementation
of complex locks and built-in encryption mechanisms, unlocking and extracting data from market-leading i0S and
Android devices has become a constant challenge.

Cellebrite Premiumis the only on-site solution in the market today that enables you to recover the passcode, unlock and
perform a full file-system extraction on Apple devices running the latest iOS versions. But it doesn't stop there. With
Cellebrite Premium you can bypass locks and perform a physical extraction on many high-running Android devices.
By performing full-file system and physical extractions, you can get much more data than what is possible through a
logical extraction, and access highly protected areas such as the i0S Keychain or the Secure Folder.

Accessing 3rd party application data, stored passwords and tokens, chat conversations, location data, email attachments,
system logs, as well as deleted content, increases your chances of finding the incriminating evidence.

Cellebrite has a proven and unmatched track record of delivering innovative digital forensic solutions, that help law
enforcement globally to access data from hundreds of devices. Recover and examine evidence that you can stand behind
in court, from the convenience of your forensics lab, and rest assured the chain of custody is maintained.
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Key Benefits for i0S Data Extraction

Unlock Apple devices

L= Determine passcodes and perform unlocks for all Apple devices running the latest i0S version.

FO Sophisticated algorithms to minimise unlock attempts
s AN

When brute-force attempts are required to reveal the device passcode, you can shorten unlock times
by creating case-specific custom dictionaries optimized for the exhibit.

I""I Perform a forensically sound full file-system extraction
vewr

® Bypass iTunes backup encryption to extract all data possible

® (Gain access to stored passwords and tokens from the Keychain

® Recover data from 3rd party applications including WhatsApp, Facebook, Telegram and many others
® Getemails and attachments

® Get location information from multiple streams of data (WIFI and Cell towers)

® Reveal system logs and application log data

E Collect data even when the device is locked

Perform partial extractions before determining the passcode to immediately access data from the
device’s file system, in those critical first moments.

Key Benefits for Android Data Extraction

- Unlock Android devices

’-_- Bypass or determine locks on all flagship Samsung devices and select Android devices

Perform a forensically sound full file-system or physical extraction

® Gain access to app data protected with additional passcodes via KNOX Secure Folder

® Extract unallocated data to maximize recovery of deleted items

® Recover data from 3rd party applications including WhatsApp, Facebook, Telegram and many others
® Get emails and attachments

® Get location information from multiple streams of data (WIFI and Cell towers)

® Reveal system logs and application log data
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Support for the Widest Range of Devices

Apple Devices

® Apple iPhone 4S- iPhone X

® Apple iPad 2, 3rd/4th Gen, iPad 5/6th Gen, iPad mini 1st Gen, 2, 3, 4, iPad Air, Air 2, iPad Pro
® Apple iPod touch 5th/6th Gen

® i0S7toi0S13.3.x

Samsung Devices

® Exynos 8 Octa 8890 e.g. Galaxy S7/S7 edge (International]

® Exynos 9 Series 8895 e.g. Samsung Galaxy S8 / S8+ / Note 8 (International)
® Exynos 9 Series 9810 e.g. Samsung Galaxy S9 / S9+ (Internationall

® Samsung Galaxy S7/S7+/S8/58+/59/S9+/S10 (U.S. / Canada)

® Samsung Galaxy Note 9 / Note10 (U.S. / Canada)

More Android Devices

Supporting popular models from Android vendors like; Motorola, Sony, OPPO, Xiamoi, VIVO and others.

This list is continuously updated and may depend on operating system updates. Please contact us to get the latest
information about supported devices.

Our certified forensic experts can also help you gain access to sensitive mobile evidence from several locked, encrypted
or damaged i0S and Android devices using advanced in-lab only techniques.

To learn more about Cellebrite Premium visit: Cellebrite.com

*This document is confidential, privileged, and only for the information of the intended recipient and may not be used, published, or redistributed without the prior written
consent of Cellebrite Inc.
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