BLD

BUILD | LEARN | DEVELOP

2020 TRAINING PORTFOLIO

At BLD, we want to make your training memorable and effective. Our courses are
designed by experienced investigators, and we are able to bespoke the content of
any training programme to fit the exact needs of your organisation. Our qualified
trainers not only have the skills and knowledge to share, they also have a wealth
of policing experience amongst them. For more information on how our training
could increase your capability and empower your staff,
contact enquiries@bluelightsdigital.com

ADVANCED OSINT CRYPTOCURRENCY
(OPEN-SOURCE INTELLIGENCE) INVESTIGATION
In a world where people conduct so much of their lives Blockchain-based cryptocurrencies offer a way to store and
online - socialising, banking, shopping, dating, gaming, transfer real financial value anonymously, with obvious attraction
working, consuming media - there is a wealth of information for those engaged in fraud, financial crime, and
left behind by the average person going about their
day-to-day activities. Our four-day practical Open-Source

otherillicit activity online. Our groundbreaking
cryptocurrency investigation training will provide a sound
understanding of the unique investigative opportunities presented
by blockchain. Using our Deanonymisation
Strategy, delegates will be able to trace transactions and identify
off-chain lines of enquiry to unmask users.

Intelligence course will ensure you are able to locate and capture
the details that matter, whether they relate to
criminal activity or simply fragments of intelligence that
are relevant to an investigation.
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DIGITAL TACTICAL ADVISOR WIFI ROUTER
(LEVEL 1 & LEVEL 2)

INVESTIGATION

97% of UK homes are equipped with a wifi router. The vast
majority of these are consumer-grade routers supplied by an
internet service provider. The router’s role in the home network
means that it can be an often-overlooked source of intelligence
and evidence in any investigation, often containing details of
devices joining & leaving the network, and also detailed logs of

perspective of those employed by a criminal defence, the device activity. Our WiFi Router Investigation course will teach
programme aims to equip delegates with a sound understanding of delegates how to quickly access the valuable data within these
strategy and the confidence to act as a tactical advisor to the senior devices, capture it in a robust evidential format, and interpret it

to draw sound investigative conclusions.
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Our DTAC training courses cover a broad array of digital =
investigative techniques, including: acquisition and interpretation of .
communications data, open-source intelligence, wifi routers &
networks, dark web & cryptocurrency, vehicle telematics,
geolocation of devices, digital forensics, and more. Incorporating
valuable inputs from subject matter experts, including the
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investigating officer of any major or critical incident.




DRONE
INVESTIGATION

The use of drones for recreational, commercial, and criminal
purposes has increased exponentially over recent years.
Consumer-grade technology, available on the high street, now
has implications across a number of areas from aviation to
personal security and beyond. Our drone investigation training
incorporates the use of established digital forensic tools to
extract and analyse data from a downed drone, as well as
considering the wider implications of data acquisition from
service providers.

gj_ 5 days

COMMUNICATIONS DATA
ACQUISITION & INTERPRETATION

In a world dominated by telecommunications and internet
applications, digital footprints are left behind by almost every
conceivable day-to-day activity. Investigating authorities have the
legislative backing to acquire the detailed communications data
that is collected by private companies, when necessary and
proportionate to do so. Our Communications Data Acquisition &
Interpretation course will incorporate your organisation’s
processes for acquiring such data, and provide delegates with the
knowledge they need to make sense of the results and produce
an evidential product from the raw data.
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DIGITAL SUPPORT
ADVISOR

Tailored to the needs of your agency or organisation, our Digital
Support Advisor training will equip delegates with the knowledge
they need to advise and focus investigative efforts on the digital
front. Whether for the purposes of a criminal investigation, or the
needs of a private enterprise, this high-level training course will
ensure that no digital leads are overlooked in the early stages of
any investigation.

1 day

DIGITAL SKILLS - FROM FRONTLINE
TO SENIOR MANAGEMENT

A flexible training course, deliverable to a large audience, our
Digital Skills training will take into account the aims and objectives
of your organisation and identify the opportunities to increase
effectiveness across the board. With course content agreed
following consultation with our trainers, this input can be
designed for your frontline staff, your investigation teams,
supervisors, or senior management. With a multitude of potential
topics - comms data, internet-of-things, digital forensics,
open-source intelligence, dark web, technical survaillance,
cybercrime, and more - the delivery can be truly bespoke to your
organlsatlon
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1 day

CONTACT US FOR MORE INFORMATION:

All of our training products can be tailored to meet your needs, both in terms of
Qnten‘t and duration. If you feel that you or your organisation may benefit from any

-ofthe areas in which we prowde training, don't hesitate to contact us to discuss

“.a:bespoke-course. Qur trainers are experienced, and currently active, investigators
...and subject matter experts. Our training can be deliveted at your premises,
_oratanumberofBLD locations throughout the UK.

= Please contact us at: enquiries@bluelightsdigital.com for more information.
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